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Abstract— Network performance tomography involves correlating end-
to-end performance measures over different network paths to infer the per-
formance characteristics on their intersection. Multicast based inference
of link loss rates is the first paradigm for the approach. Existing algo-
rithms generally require numerical solution of polynomial equations for
a maximum likelihood estimator (MLE), or iteration when applying the
expectation maximization (EM) algorithm. The purpose of this note is to
demonstrate a new estimator for link loss rates that is computationally sim-
ple, being an explicit function of the measurements, and that has the same
asymptotic variance as the MLE, to first order in the link loss rates.
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I. I NTRODUCTION

A. Summary

Network tomography is becoming a rapidly established disci-
pline. One branch of this focuses on the development of statis-
tical techniques for inferring internal network properties, such
as link loss rates [2], [4], [1], link delay statistics [7], [12], and
topology [6], [9], based on end-to-end packet measurements. In
this note, we focus on the loss inference problem where loss
observations are taken at the leaves of a tree over which pack-
ets are multicast. The current solution to this inference problem
relies on obtaining maximum likelihood estimates (MLEs) of
link-level loss rates. In general, this requires finding the roots of
polynomial equations associated with the internal nodes in the
tree where the polynomial degree corresponds to the branching
factor of the associated node. Iterative solutions via the EM al-
gorithm can also be obtained.

In this note we derive a simpleexplicit formulafor the link
loss rate estimates. Although they do not correspond to the
MLEs, the estimators are consistent, i.e., they converge to the
true loss rates as the number of measurements grows. Further-
more, the asymptotic variance of the explicit estimator equals
that of the MLE to at least first order in the loss rates.

In the remainder of this section we describe some related
work. Section II defines the underlying model for multicast
loss inference. The existing MLE and the explicit estimator are
described in Section III. Last, various aspects, including com-
putational complexity and efficiency, of the two estimators are
compared in Section IV.

B. Related Work

In addition to the particular problem motivating our work,
namely the inference of link-level characteristics based on end-
to-end observations, two other problems are of interest. The first
of these is concerned with identifying source-destination traffic
matrices based on link-level packet counts made within a net-
work, [13], [3], [14]. The second is concerned with identify-

ing path-levelcharacteristics based on end-to-end observations
made over a single path. Much of the path-level characterization
work has focussed on estimating available bandwidth [8], [10].

II. M ODEL

We describe the model for the multicast trees and the propa-
gation of probe packets down the trees.

A. Model of Multicast Trees

Let T = (V, L) denote the logical multicast tree from a given
source, consisting of the set of nodesV , including the source
and receivers, and the set of linksL. A link is an ordered pair
(j, k) ∈ V × V denoting a link from nodej to nodek. The
set of children of a nodej is denoted bydj (i.e. dj = {k ∈
V : (j, k) ∈ L}). U = V \ {0} denotes the set of all non-root
nodes. For each nodej ∈ U there is a unique nodek = f(j),
the parent ofj, such that(k, j) ∈ L. We shall definefn(k)
recursively byfn(k) = f(fn−1(k)), with f0(k) = k. We say
that j is a descendant ofk, and writej ≺ k, if k = fn(j) for
some integern > 0. j ∨ k denotes the closest common ancestor
of nodesj andk, i.e., the unique nodèsuch thatj, k ≺ `, with
no other nodè ′ ≺ ` with this property. The set of leaves of
T is denoted byR. Tk = (Vk, Lk) denotes the subtree ofT
descended fromk, andRk = Vk ∩R.

B. Model of Probe Process

We now describe the loss model in more detail. With each
nodek ∈ V we associate a probabilityαk ∈ [0, 1] that a given
probe packet is not lost on the link terminating atk. We model
the passage of probes down the tree by a stochastic process
X = (Xk)k∈V where eachXk takes a value in{0, 1}; Xk = 1
signifies that a probe packet reaches nodek, and0 that it does
not. The packets are generated at the source, soX0 = 1. For
all otherk ∈ V , the value ofXk is determined as follows. If
Xk = 0 thenXj = 0 for the childrenj of k (and hence for all
descendants ofk). Conditioned onXk = 1, then{Xj : j ∈ dk}
are independent random variables, with the probability of the
probe to reachk from f(k) beingP[Xk = 1 | Xf(k) = 1] = αk.
Although there is no link terminating at0, we shall adopt the
convention thatα0 = 1, in order to avoid excluding the root link
from expressions concerning theαk. We will denote byx the
quantity1 − x. Ak =

∏
jºk αj is the probability that a probe

reachesk from the root0.

III. M EASUREMENT AND INFERENCE

We describe the measurements obtained from a set of multi-
cast probes. The existing MLE is reviewed in Section III-C. Our
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new explicit estimator is described in Section III-D.

A. Measurements and Data

Consider an experiment in whichn probes are dispatched
from the root0. Each probei = 1, . . . , n gives rise to an in-
dependent realizationX(i) of the probe processX. The leaf
measurements(X(i)

k )i=1,...,n
k∈R comprise the data for inference.

For each outcomex ∈ Ω ≡ {0, 1}#R, let n(x) denote the num-
ber of probesi = 1, . . . n for whichX

(i)
k = xk for all k ∈ R.

B. Likelihood Function

Write α = {αk : k ∈ U} and letpα(x) = Pα[Xk =
xk, ∀k ∈ R] denote the probability of an outcomex ∈ Ω.
The log-likelihood to obtain the data(X(1), . . . , X(n)) can be
written in terms of then(x) as

L(α) = log Pα[(X(1), . . . , X(n))] =
∑

x∈Ω

n(x) log pα(x). (1)

C. Maximum Likelihood Estimator

We characterize the Maximum Likelihood Estimator (MLE)
of α, namely, arg maxαL(α), as follows. For eachk ∈ U set

Yk = max
j∈R(k)

Xj and γk = P[Yk = 1]. (2)

ThusYk = 1 if the probe reaches at least one receiver descended
from nodek. Denote bŷγk the corresponding empirical quan-
tity, i.e., the proportion of then probes that reach at least one
leaf descended fromk. Hence, with

Y
(i)
k = max

j∈R(k)
X

(i)
j then γ̂k = n−1

n∑

i=1

Y
(i)
k . (3)

In what follows we considerα to lie in the open parameter set
A = {α | αk ∈ (0, 1), k ∈ U}. Some of the results of the
following theorem also hold on subsets of the boundary ofA.

Theorem 1([2], [5]) Assumeα ∈ A.
(i) For eachk ∈ U , (1− γk/Ak) =

∏
j∈dk

(1− γj/Ak), where
the empty product fork ∈ R is taken as0.
(ii) Let G = {(γk)k∈U : γk > 0∀k; γk <

∑
j∈dk

γj ∀k ∈ U \
R}. For eachγ ∈ G andk ∈ U , the equation in (i) has a unique
solution, denotedHk(γ), in the interval(γk, 1). Moreover, it is
the largest real solution of that equation.
(iii) If γ̂ ∈ G, the likelihood equation{∂Lc/∂αk = 0 : k ∈
U} has unique solution̂αk = Âk/Âf(k) whereÂk = Hk(γ̂).
Moreover,α̂k andÂk are the MLEs forαk andAk respectively.

D. Explicit Estimator

Fork /∈ R, defineZk = minj∈dk
Yj , thusZk = 1 iff for each

child j of k, a probe reaches some leaf descended throughj.
Similarly, defineZ

(i)
k = minj∈dk

Y
(i)
j Let Bk = Pα[Zk = 1],

with the corresponding empirical empirical probabilitŷBk =
n−1

∑n
i=1 Z

(i)
k .

Theorem 2:Let α ∈ A.
(i) Fork /∈ R.

Ak = Φk(Bk, γ) :=
(∏

j∈dk
γj

Bk

)1/(#dk−1)

(4)

(ii) Define Ǎk = γ̂k for k ∈ R, and Ǎk = Φk(B̂k, γ̂) oth-
erwise. ThenǍk is a consistent estimator ofAk, and hence
α̌k = Ǎk/Ǎf(k) is a consistent estimator ofαk.

Proof: (i) Zk = 1 impliesXk = 1. Hence

Bk = Pα[Zk = 1, Xk = 1] = AkPα[Zk = 1 | Xk = 1]

= Ak

∏

j∈dk

Pα[Yj = 1 | Xk = 1] = Ak

∏

j∈dk

(γj/Ak) (5)

(ii) By the law of large numbers,̂γ → γ andB̂k → B almost
surely asn → ∞. Thus the results follows from (i) and the
evident continuity ofΦk on the set of values(Bk, γ) generated
asα ranges overA.

IV. COMPARISON OFESTIMATORS

We compare the forms of the ML and explicit estimators for
simple examples in Section IV-A. Computational complexities
are compared in Section IV-B. The variance of the explicit esti-
mator is calculated in Section IV-C, and compared with that of
the MLE to first order in loss rates in Section IV-D. Higher order
behavior in a simple topologies is compared in Section IV-E.

A. Examples

Binary Node:The ML and explicit estimators are equal. Letk
have childrenj andj′. The MLE forAk is γ̂j γ̂j′/(γ̂j+γ̂j′−γ̂k).
Now B̂k = γ̂j + γ̂j′ − γ̂k and one sees from Theorem 2 that the
explicit estimator is the same as the MLE.

Tertiary Node: Let k have childrenj, j′, j′′. By Theorem 1
the MLE Âk = Hk(γ̂k, γ̂j , γ̂j′ , γ̂j′′) is the largest root of the
quadratic equation̂A2

k(γ̂j + γ̂j′ + γ̂j′′ − γ̂k) − Âk(γ̂j γ̂j′ +
γ̂j′ γ̂j′′ + γ̂j′′ γ̂j) + γ̂j γ̂j′ γ̂j′′ = 0. The explicit estimator is
Ǎk = (γ̂j γ̂j′ γ̂j′′/B̂k)1/2.

B. Computational Complexity

DeterminingÂk requires finding the roots of a polynomial
equation of degree#dk − 1. Thus, by a well known result in
Galois theory,Âk must in general be determined numerically
when#dk > 5. On the other hand, the explicit estimatěAk is
determined explicitly from the measured data.

In calculation of the empirical probabilitieŝγk, both methods
require computation of the quantitiesY

(i)
j . This takesO(n#U)

operations for calculating over all probes and nodes. In addi-
tion, the explicit estimatořAk uses the empirical probabilitŷBk

which requires the computation ofZ
(i)
k for each node. This takes

anotherO(n#U) operations.
Summarizing, in computing the empirical probabilities, the

explicit estimator requires twice as many operations as the MLE,
but thereafter the computation of the explicit estimator is far
simpler, needing an explicit computation on the empirical prob-
abilities, while the MLE requires finding a root in general.

C. Variance

As an MLE,Âk inherits the property of asymptotic efficiency
common to all MLEs, i.e., its asymptotic variance as the number
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of probesn → ∞ is the same as that of the minimum variance
unbiased estimator ofAk. Since the explicit estimator is asymp-
totically unbiased, it is expected to have variance no less than
the MLE. For both estimators, even the asymptotic variances
have a relative complex form. We now show that the asymp-
totic variances ofÂk and Ǎk are equal, to first order in the
link loss ratesαk. Let sk =

∑
jºk αk, tk =

∑
j∈dk

αk, and
‖α‖ = maxk∈U |αk|.

Theorem 3: (i)As n → ∞, n1/2(Âk − Ak) has an asymp-
totically Gaussian distribution of mean0 and variancevMLE

k ,
wherevMLE

k = sk + O(‖α‖2).
(ii) As n → ∞, n1/2(Ǎk − Ak) has an asymptotically Gaus-
sian distribution of mean0 and variancevE

k , where vE
k =

sk + O(‖α‖2).
For the proof of Theorem 2 and other results, it is useful

to collect together some results established during the proof of
Theorem 5 in [2].

Lemma 1: (i) Cov(Yj , Yk) = γk(1 − γj) whenj º k and
γjγk(1/Aj∨k − 1) otherwise.
(ii) Ak = 1 − sk + O(‖α‖2), γk = 1 − sk + O(‖α‖2) and
Cov(Yj , Yk) = sj∨k + O(‖α‖2)

Proof of Theorem 3:(i) is proved in Theorem 5 of [2].
(ii) Components of the asymptotic variance:by the central

limit theorem,n1/2(B̂k − Bk) andn1/2(γ̂j − γj) converge in
distribution to zero mean Gaussian random variables asn →∞.
Hence, by the Delta method (see Chapter 7 of [11]),n1/2(Ǎk −
Ak) converges in distribution to a zero mean Gaussian random
variable with variance

vE
k = ∇Φk · CE ∇Φk (6)

where∇Φk is the#dk + 1 dimensional derivative

∇Φk =
(

∂Φk(Bk, γ)
∂Bk

,

{
∂Φk(Bk, γ)

∂γj
: j ∈ dk

})T

(7)

andCE is the#dk + 1 dimensional square covariance matrix
(

Var(Zk) {Cov(Zk, Yj) : j ∈ dk}
{Cov(Zk, Yj) : j ∈ dk}T {Cov(Yj , Yj′) : j, j′ ∈ dk}

)

(8)
It remains to calculate∇Φk andCE, and derive their first order
behavior inα. For the derivative

∇Φk(Bk, γ) = (−1/Bk, {1/γj : j ∈ dk})Φk/(#dk−1) (9)

For the covariance,VarZk = Bk(1 − Bk) while Cov(Yj , Yj′)
is described in Lemma 1(i). Finally, note thatZk = 1 requires
Yj = 1 for all j ∈ dk, and henceCov(Zk, Yj) = Bk(1− γj).

D. Leading Order Variance inα:

We derive the leading order behavior ofvE
k in α. Combining

Lemma 1(ii) with (5), one findsBk = 1− sk − tk + O(‖α‖2).
Inserting into the previous expressions for the components∇Φk

andCE:

∇Φk =
1

#dk − 1
(−1, 1, . . . , 1)T + O(‖α‖)

CE = sk +
(

tk {αj : j ∈ dk}
{αj : j ∈ dk}T Diag{αj : j ∈ dk}

)

+O(‖α‖2)

where Diag(S) denotes the diagonal matrix with diagonal en-
tries inS. The stated first order form forvE

k then follows.

E. Example: Estimator Variance at a Tertiary Node

We consider the tree with three leaves1, 2 and3 having com-
mon parentc, whose own parent is the root node0, all links
having the same transmission probabilityα. For both the ML
and explicit estimators, we use the Delta-method to calculate the
asymptotic variance. We find that at the second order inα, the
MLE has lower asymptotic variance than the explicit estimator.

ML Estimator: The asymptotic variance is∇Hk · CMLE∇Hk

where∇Hk = ∇Hk(γc, γ1, γ2, γ3) from Section IV-A, and
CMLE is the covariance matrix with elementsCMLE

ηζ =
Cov(Ŷη, Ŷζ) whereη, ζ run over the node set{c, 1, 2, 3}. Us-
ing Lemma 1(ii) andγ1 = γ2 = γ3 = α2 andγc = α(1− α3),
one obtains the variancevMLE

c = α− α2 + O(‖α‖3).

Explicit Estimator: We combine (6), (7) and (8), using
Lemma 1(i),Bc = α4, γ1 = γ2 = γ3 = α2 andγc = α(1−α3)
to obtain the variancevE

c = α− α2/4 + O(‖α‖3).
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